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ABSTRACT: Online payment methods such as UPI, net banking, and digital wallets have accelerated the volume and
velocity of financial transactions. While these platforms offer convenience, they have simultaneously opened new
avenues for organized fraud carried out by coordinated groups. Traditional fraud detection tools, built on fixed rules or
transaction-level models, consistently fail to detect collusive behavior hidden across multiple accounts and interactions.

This paper presents a Graph Neural Network (GNN) based system for detecting fraud rings in online payment
ecosystems. Transactions are modeled as a graph—accounts become nodes and transfers become edges—allowing the
system to surface hidden structural patterns such as cyclic money flows and tightly coupled account clusters. A Graph
Attention Network (GAT) is employed to assign learned attention weights to inter-node connections, enabling the
model to focus on the most risk- indicative relationships.

The system is implemented as a full-stack web platform: React.js powers the interactive frontend with live dashboards
and visualizations, while FastAPI manages the backend inference pipeline. Synthetic transaction datasets—crafted to
mirror realistic fraud ring behavior—are used for model training and evaluation, ensuring privacy compliance. All 12
core functional test cases passed, with API response times under 200 ms.

KEYWORDS: fraud ring detection, Graph Neural Networks, Graph Attention Network, online payment fraud, PyTorch
Geometric, FastAPI, React.js, transaction graph, anomaly detection, financial security.

I. INTRODUCTION

Digital payment systems—UPI, net banking, mobile wallets— have fundamentally altered how money moves.
Transactions that once required physical presence now complete in milliseconds. Yet this convenience has introduced a
new class of threat: organized fraud rings that exploit the interconnected nature of digital financial networks.

The financial impact of such organized fraud is substantial. According to industry reports, global payment fraud losses
exceeded USD 32 billion in 2023, with a significant portion attributable to coordinated ring attacks rather than
opportunistic individual acts. In India specifically, UPI-based fraud complaints have risen sharply with the growth of
real-time payment adoption. What makes fraud rings particularly damaging is not the size of individual transactions but
the systemic exploitation of network trust: fraudsters deliberately distribute activity across accounts, time windows, and
transaction types to remain statistically indistinguishable from legitimate users when each data point is evaluated in
isolation.

Conventional fraud detection systems evaluate each transaction in isolation, flagging anomalies based on amount,
location, or frequency thresholds. While effective against simple fraud, these approaches are blind to collusive
behavior—coordinated patterns that only become visible when transactions are viewed as a network. A fraudster who
keeps individual transfers below detection thresholds, but routes funds through a ring of accounts, goes entirely
undetected by classical methods.

This paper addresses that gap with a Graph Neural Network (GNN) based fraud ring detection system. Rather than
treating each payment as an independent event, the proposed approach models the entire payment ecosystem as a
dynamic graph: users and accounts are nodes; transactions form edges between them.

Suspicious structural signatures—cyclic transfers, dense interaction clusters, synchronized activity across disparate
accounts—emerge naturally from this representation.

At the core of the detection engine is a Graph Attention Network (GAT), a GNN variant that learns attention weights for
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each edge, allowing the model to prioritize high-risk inter-account relationships during inference. The system is
deployed as a web application: FastAPI handles graph construction, model inference, and API routing, while React.js
presents fraud risk scores, transaction histories, and network visualizations through an analyst-friendly dashboard.

Key contributions of this work are:
• A graph-based transaction representation that converts payment flows into node-edge structures suitable for GNN
processing.
• A Graph Attention Network model that detects fraud rings by learning weighted relationships between accounts
rather than isolated transaction features.
• A synthetic data generation pipeline that replicates realistic fraud ring patterns without exposing private financial
data.
• A full-stack web platform integrating real-time inference with interactive dashboards for fraud analyst workflows.

II. RELATEDWORKS

2.1 Rule-Based Fraud Detection
Early fraud detection systems rely on fixed thresholds— transaction amount limits, velocity checks, geographic
mismatch alerts. These remain common in production environments due to their interpretability and low latency [1].
However, static rules are brittle: fraudsters adapt by splitting payments into sub- threshold amounts (smurfing) or using
synthetic identities. Critically, rule-based systems have no mechanism to detect coordination across accounts, leaving
ring-structured fraud invisible.

2.2Machine Learning Approaches
Supervised ML models—logistic regression, random forests, gradient-boosted trees—have improved single-transaction
fraud detection by learning from historical labeled data [2]. These models capture complex feature interactions and
outperform rule- based systems on standard benchmarks. However, they still treat each transaction as an independent
record and fail when fraud is distributed across multiple accounts that individually appear legitimate [3].

2.3Graph-Based Methods
Graph-based approaches explicitly model relationships between financial entities. Early work used graph analytics
(degree centrality, community detection) to identify suspicious account clusters [4]. Graph Neural Networks extended
this by enabling end-to-end learning over graph-structured data. GCN [5] and GAT [6] architectures have demonstrated
strong performance on relational fraud detection tasks where the connection structure between entities carries as much
signal as node-level features.

2.4 Research Gap
Existing platforms address fragments of the problem: rule-based systems offer speed but miss collusion; ML models
handle complexity but ignore graph structure; academic GNN approaches rarely integrate into deployable web systems.
This work synthesizes graph-based learning, real-time inference, andan analyst-ready interface into a single end-to-
end fraud ring detection platform—not addressed holistically in prior work.

III. IMPLEMENTATION

Graph Attention Networks
The Graph Attention Network (GAT), introduced by Veličković et al. [6], extends graph convolutional approaches by
computing a distinct attention coefficient for each neighboring node pair. For a node i with neighbor j, the attention
coefficient αij is computed by applying a shared linear transformation followed by a LeakyReLU non-linearity, then
normalizing across all neighbors using softmax. This mechanism allows the model to focus message-passing on the
most diagnostically relevant relationships rather than treating all edges equally. In the fraud detection context, this is
critical: not every account a user transacts with is equally suspicious. By learning to weight edges differentially, GAT
can assign high attention to connections that participate in cyclic or densely-clustered subgraphs—the structural
hallmarks of fraud rings—while suppressing noise from routine, legitimate activity.

IV. PROPOSED SYSTEM

The system is designed around three pillars: graph-structured transaction modeling, attention-weighted fraud detection,
and real-time analyst tooling.
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A. System Architecture
The system adopts a layered architecture with four distinct components communicating through REST APIs:
• Presentation Layer (React.js + Vite): Interactive dashboard, transaction list, and fraud analysis views. Chart.js and
Recharts power real-time visualizations.
• Application Layer (FastAPI + Python): Receives transaction data, performs validation, orchestrates graph
construction, and routes inference requests to the GNN model.
• Intelligence Layer (PyTorch + PyTorch Geometric): Builds transaction graphs using NetworkX, runs GAT
inference, and returns per-transaction risk scores.
• Data Storage Layer: Persists transaction records, fraud predictions, and alert logs for dashboard retrieval and audit.

B. Data Flow
The end-to-end flow: (1) an analyst or simulated data source submits a transaction via the React frontend; (2) FastAPI
validates the payload and passes it to the graph construction module; (3) NetworkX builds or updates the transaction
graph;(4) the pre-trained GAT model runs inference and returns a fraud risk score; (5) the score and classification are
persisted and returned to the frontend; (6) the dashboard updates in real time, and alerts fire automatically when scores
exceed configurable thresholds.

C.Database Schema
The relational schema consists of three primary entities: users (UUID PK, name, account details, login credentials);
transactions (UUID PK, sender ID FK, receiver ID FK, amount, type, timestamp, status, risk_score, is_fraud);
fraud_reports (UUID PK, transaction_id FK, risk_score, classification, generated_at).

TABLE I. DATABASE SCHEMA SUMMARY

Entity Key Attributes Purpose
users id, name, account details,

credentials
Account holders

transactions id, sender_id, receiver_id,
amount, status, risk_score

Payment records

fraud_reports id, transaction_id,
risk_score, classification

GNN results

The React.js frontend provides three primary views: (1) Dashboard—key performance indicators including total
transactions processed, fraud cases detected, success rate, and average transaction value, backed by time-series charts
comparing legitimate vs. fraudulent activity; (2) Transactions—a searchable, filterable table of all transaction records
with color- coded status indicators (Completed, Pending, Failed) and a modal for submitting new transactions; (3) Fraud
Analysis—risk score trends over time, a risk assessment gauge, and alert logs for suspicious activity. The interface is
styled with Tailwind CSS and built with Vite for fast module loading.

A.Backend API
The FastAPI backend exposes RESTful endpoints. CORS middleware enables secure cross-origin communication with
the React frontend. Pydantic models enforce request and response schemas. Key endpoints: POST /transactions accepts
merchant, amount, and type fields, computes a risk score via the GNN model, and returns the classified transaction;
POST /predict processes a batch of transactions, constructs the graph, and returns risk scores, fraud labels, and
confidence values for all edges; GET / provides a health-check confirming API availability.

B. Graph Neural Network Model
The GAT model is implemented using PyTorch and PyTorch Geometric. The architecture consists of three GATConv
layers: an input layer (3 input channels → 64 hidden channels, 4 attention heads), intermediate hidden layers (256
channels → 64 channels, 4 heads), and an output layer (256 channels → 2 output channels, 1 head, concat=False). ELU
activation and dropout (p=0.5) are applied between layers. The model is trained on synthetic transaction graphs and
saved checkpoints are loaded at startup for zero-latency inference.

Graph construction uses NetworkX: accounts become nodes with feature vectors encoding transaction frequency,
average amount, and account age; each payment creates a directed edge with amount and type as edge attributes. The
GAT attention mechanism assigns learned weights to each edge, distinguishing high-risk inter-account connections
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from benign ones. Fraud rings manifest as dense subgraphs with cyclic edge patterns, which attention-weighted
message passing surfaces effectively.

C. Synthetic Data Pipeline
Since real banking data cannot be used in an academic context, a synthetic generator creates transaction graphs with
configurable parameters: node count, edge probability, and fraud ratio. Fraudulent subgraphs are seeded with ring
patterns—cyclic transfers and rapid round-trip flows—that mimic known fraud typologies. This allows rigorous model
evaluation without exposing private financial data.

D.Development Infrastructure
The project uses Git for version control hosted on GitHub. The backend runs on Python 3.9+ with a virtual environment
managing dependencies (FastAPI, PyTorch, PyTorch Geometric, NetworkX, Pandas, NumPy, Pydantic, Uvicorn). The
frontend uses Node.js 16+ with npm. Development occurs in Visual Studio Code across Windows 10/11, macOS, and
Linux environments.

V. TESTING AND RESULTS

A.Test Environment
All tests were conducted on a Windows 11 machine with 16 GB RAM running the FastAPI backend on port 8000 and
the Vite frontend on port 3000. The GNN model ran on CPU (CUDA- optional). Browsers tested: Chrome v120+ and
Microsoft Edge.

B. Functional Test Results
Table II summarizes test cases across Transaction Submission, Fraud Detection, Dashboard, and Alert modules. All 12
core test cases returned PASS.

TABLE II. FUNCTIONAL TEST RESULTS

TC ID Description Expected Status
TXN_01 Submit valid

transaction
Risk score
returned

PASS

TXN_02 Submit missing
fields

Validation error PASS

TXN_03 Transaction
classification

Labeled correctly PASS

FRD_01 Fraud ring
detection

High risk score PASS

FRD_02 Legitimate
transaction

Low risk, no alert PASS

FRD_03 Batch predict
endpoint

All-edge scores PASS

FRD_04 Model loaded at
startup

Checkpoint loadedPASS

DSH_01 Dashboard metricsCharts render PASS
DSH_02 Transaction table All records visible PASS
DSH_03 Fraud analysis

page
Risk trend shown PASS

ALT_01 Alert on high risk Alert displayed PASS
ALT_02 Alert log

persistence
Past alerts saved PASS
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C.API Integration Results

TABLE III. API INTEGRATION TEST RESULTS

Endpoint Method Expected Actual
POST /transactions POST 200 OK 200 OK
POST /predict POST 200 OK 200 OK
GET / GET 200 OK 200 OK

D. Performance Results
Under simulated concurrent usage: transaction submission (including GNN inference) averaged 200 ms; dashboard data
retrieval averaged 120 ms; batch prediction endpoint averaged 180 ms; frontend page load time remained below 2
seconds on broadband. All results satisfy the defined non-functional requirements.

VI. RESULT AND DISCUSSION

TABLE IV. SYSTEM EVALUATIONMETRICS

Evaluation Metric Result Description
Functional tests passed 12 / 12 All modules covered
Transaction submit
latency ~200 ms Including GNN inference

Dashboard load latency ~120 ms Aggregated query
response

Batch predict latency ~180 ms All-edge inference
Page load time < 2 s Broadband, cold load

Fraud ring detection Improved vs.
baseline GAT vs. rule-based

The results confirm that the GNN-based system meets its core design objectives. The graph representation exposed
collusive transaction patterns that single-record classifiers consistently missed: cyclic fund transfers between five to
eight accounts, which triggered no individual-transaction alerts, produced high GAT attention weights and elevated risk
scores when processed as a subgraph. This validates the core thesis that fraud ring detection requires relational, not
transactional, analysis.

The Graph Attention Network's learned edge weights provided interpretable signals: edges involved in tight cyclic
clusters received attention scores significantly above the mean, giving analysts a visual trail to follow when reviewing
flagged cases. This mirrors findings in the broader GNN fraud detection literature [6][7] and extends them to a
deployable web context.Limitations include the absence of a real banking dataset for external validation, use of
simulated risk scores in the current transaction endpoint pending full live-data model integration, and lack of real-time
streaming ingestion. Future production deployments should address these gaps.

From a comparative standpoint, the proposed GNN-based system demonstrates clear advantages over both rule-based
and traditional ML baselines. Rule-based systems, while fast, require manual threshold tuning and fail silently when
fraudsters adapt; they produce no mechanism to detect collusion across five or more coordinated accounts. Standard
ML classifiers (random forest, logistic regression) trained on per-transaction features improve detection accuracy on
individual anomalies but remain structurally unable to model multi-hop interaction paths. The GAT architecture, by
contrast, propagates information across graph neighborhoods through multiple message-passing layers, enabling the
detection of second- and third-order structural anomalies: an account that transacts legitimately with two parties but
serves as a relay node in a larger cyclic flow will be assigned elevated attention and a high risk score only when the full
neighborhood context is considered. This relational reasoning capability is the defining advantage of the proposed
approach and aligns with findings in recent GNN fraud detection literature [7].
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VII. CONCLUSION

This paper presented an Online Payment Fraud Ring Detection System built on Graph Neural Networks. By modeling
accounts as nodes and transactions as edges, the system surfaces the hidden structural signatures of coordinated fraud—
cyclic transfers, dense account clusters, synchronized activity—that evade conventional single-transaction detection
entirely.

A Graph Attention Network serves as the detection core, assigning learned importance weights to inter-account
relationships and generating per-transaction risk scores that clearly separate legitimate from fraudulent activity. The
system is deployed as a full-stack web platform: FastAPI manages inference and API routing; React.js delivers a real-
time analyst dashboard. All 12 functional test cases passed; API latencies met all defined non-functional targets.
Future work includes integration with real-time transaction streams via Apache Kafka, evaluation on real-world labeled
banking datasets, federated learning for privacy-preserving multi-institution deployment, enhanced graph visualizations
for analyst case review, and role-based access control for multi-tier analyst workflows.
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